


Legal Notices

This Documentation, which includes embedded help systems and electronically distributed
materials (hereinafter referred to as the Documentation), is for your informational purposes
only and is subject to change or withdrawal by Quest Software, Inc and/or its affiliates at
any time. This Documentation is proprietary information of Quest Software, Inc and/or its
affiliates and may not be copied, transferred, reproduced, disclosed, modified or duplicated,
in whole or in part, without the prior written consent of Quest Software, Inc and/or its affil-
iates

If you are a licensed user of the software product(s) addressed in the Documentation, you
may print or otherwise make available a reasonable number of copies of the Documentation
for internal use by you and your employees in connection with that software, provided that
all Quest Software, Inc and/or its affiliates copyright notices and legends are affixed to each
reproduced copy.

The right to print or otherwise make available copies of the Documentation is limited to the
period during which the applicable license for such software remains in full force and effect.
Should the license terminate for any reason, it is your responsibility to certify in writing to
Quest Software, Inc and/or its affiliates that all copies and partial copies of the Docu-
mentation have been returned to Quest Software, Inc and/or its affiliates or destroyed.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, QUEST SOFTWARE, INC. PROVIDES THIS
DOCUMENTATION AS IS WITHOUT WARRANTY OF ANY KIND, INCLUDING WITHOUT
LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, OR NONINFRINGEMENT. IN NO EVENT WILL QUEST SOFTWARE, INC. BE LIABLE TO
YOU OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE, DIRECT OR INDIRECT, FROM THE
USE OF THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION, LOST PROFITS, LOST
INVESTMENT, BUSINESS INTERRUPTION, GOODWILL, OR LOST DATA, EVEN IF QUEST
SOFTWARE, INC. IS EXPRESSLY ADVISED IN ADVANCE OF THE POSSIBILITY OF SUCH LOSS OR
DAMAGE.

The use of any software product referenced in the Documentation is governed by the applic-
able license agreement and such license agreement is not modified in any way by the terms
of this notice.



The manufacturer of this Documentation is Quest Software, Inc and/or its affiliates Provided
with Restricted Rights. Use, duplication or disclosure by the United States Government is
subject to the restrictions set forth in FAR Sections 12.212, 52.227-14, and 52.227-19(c)(1) -
(2) and DFARS Section 252.227-7014(b)(3), as applicable, or their successors.

Copyright © Quest Software, Inc. and/or its affiliates All rights reserved. All trademarks,

trade names, service marks, and logos referenced herein belong to their respective com-
panies.



Contact Quest

Understanding your Support

Review support maintenance programs and offerings.

Registering for Support
Access the Quest support site and click Sign in to register for product support.
Accessing Technical Support

For your convenience, Quest provides easy access to "One Stop" support for Quest Data
Intelligence (Quest DI), and includes the following:

Online and telephone contact information for technical assistance and customer ser-
vices

Information about user communities and forums
Product and documentation downloads

Quest Support policies and guidelines

Other helpful resources appropriate for your product

For information about other Quest products, visit Quest Products Overview.

Provide Feedback

If you have comments or questions, or feedback about Quest product documentation, you
can send a message to the documentation team.

News and Events

Visit News and Events to get up-to-date news, announcements, and events. View video

demos and read up on customer success stories and articles by industry experts.
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Resource Manager

Resource Manager

This section walks you through managing resources in the Resource Manager.
The Resource Manager is key to data governance where you do the following:

Create roles and users

Assign roles to users for the access level permissions

Assign technical and business assets to users and roles in bulk

View access rights

Create roles group based on governance responsibilities

View governance responsibilities report

Create profiles to set up user-specific mapping grid views in the Mapping Manager
and code value grid views in the Codeset Manager

The application has a default Administrator user, Administrator role, and a Default profile
which you cannot edit or delete.

To access the Resource Manager, go to Application Menu > Data Catalog > Resource Man-
ager. The Resource Manager dashboard appears:

Quest Data ellige e Resource Manage
Users Roles profiles Governance Responsibilities Access Rights Report
—
User AsSignments ACCESS RIgnts
SETTINGS
G
USERS (26) Login Type Database Telephone Number 9999999999
User ID Administrator Email ID abc@abe.com
User Full Name Administrator - Default System U Alternate Telephone Number 9999999999
Password Manager Name
Mobile 9999999999 Company erwin, Inc.
Company Title Administrator Created Date Time 26-02-2020 03:48:28
Default Role Admin Last Modified Date Time 07-01-202510:33:43
Created By System Theme erwin
ES
. Last Modified By Administrator Language Preference English
esimpson
Erica Simpson Landing Module Mapping Manager User Type DI
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Resource Manager

Function

1-Utility Use this pane to navigate through Users, Roles, Profiles, Governance Respons-
Pane ibilities, and Access Rights Report.

Based on your selection in the utility pane, use this pane to browse through

2-Browser . . .

Pane users list, roles list, profiles, roles group, and generate tokens for cloud-based
application.

3-Right Use this pane to view or work on the data displayed based on your selection in

Pane the browser pane.

Managing resources involves the following:

Creating and managing roles

Creating and managing users

Creating and managing profiles

Viewing access rights report

Configuring governance responsibilities

Generating authentication tokens for Quest Data Intelligence cloud

Resource Management Guide 16.0
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Configuring Governance Responsibilities.html
Generating Authentication Tokens.html

Creating Roles

Creating Roles

Use roles to assign access-level permissions to users. While few roles are available by

default in Quest DI, you can create custom roles.

E? The Administrator role is system-generated and you cannot edit or delete it.

To create roles, follow these steps:

1. Go to Application Menu > Data Catalog > Resource Manager.

The Resource Manager page appears. By default the Users tab opens.

Users Roles Profiles Governance Responsibilities Access Rights Report
- User Details User Account Activities User Assignments Access Rights
SETTINGS —
USERS (26) Login Type Database Telephone Number 9999999999
User ID Administrator Email ID abc@abc.com
Administrator
@ A = e R E User Full Name Administrator - Default System U Alternate Telephone Number 9999999999
Password Manager Name
py dvaghani
Daya Vaghani Mokbile 9999999899 Company erwin, Inc.
= esimpson Company Title Administrator Created Date Time 26-02-2020 03:48:28
Erica Simpson Default Role Admin Last Modified Date Time 26-02-2020 03:48:28
jadams Created By System Theme erwin
Joey Adams B N
Last Modified By System Language Preference English
Users Roles Profiles
. Role
@ Administrator
Role Name

DO Data Owner_GER

Role Description

Do Data Owner_RO
Permissions Tree
DO Data Owner_UK

DS Data Steward_GER

DS Data Steward_Hung

DS Data Steward_RO o

Resource Management Guide 16.0
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Creating Roles

3. click@.

The Role page appears.

Role

sove | Cancal

»

Role Name* ( ]
Mote: Role Name once created cannot be edited

Business Name
Role Type o A

Role Description

Parmissions Tree - o
4 | | @@ Permissions

v || B8 Module visibility
» [ B8 Questal
» |_| B8 Resource Manager
-
| =@ Metadata Manager

» | |E5 Mapping Manager
» | |8 Codeset Manager
» |_| S8 Release Manager

» | |38 Reference Data Manager

L ll Automation Framework

|[E] TestManager

4. Enter appropriate values in the fields. Fields marked with a red asterisk are man-
datory. Refer to the following table for field descriptions.

Resource Management Guide 16.0 | 10



Creating Roles

Specifies the user-defined role name.

Role Name . e
For example, Data Steward_AsiaPacific.
Business Specifies the user-defined business name.
Name For example, Data_Steward_Mapping.
Specifies the role type
" DI: Indicates that the role is available only for a Data Intelligence (DI
Role Type y & (o)
user
" BU: Indicates that the role is available only for a Business User (BU)
) Specifies the role description.
Role Descrip- }
tion For example, This role has access to the Resource Manager and Map-

ping Manager.

5. Under the Permissions Tree section, select the check boxes corresponding to the mod-
ules and the permission objects for which you want to grant access to the role.

DI users have access to all the available permission options. Whereas BU users have
access to a subset of permissions. Refer to the following table for the description of
the Permission options and the access rights available to the BU users.

Permission . . .
Description BU User Access Permissions

Options

Specifies the visibility of

o TR the listed modules inthe | No

ibility S
application
Specifies the modules Access to only these module options and
accessible to the role, a limited selection of permissions within
such as QuestAl, these modules:

Modules Metadata Manager, Map- | QuestAl(except the QuestAl Stewardship
ping Manager, Data Mar- | Assistant ), Resource Manager,
ketplace, and other Metadata Manager, Mapping Manager,

relevant modules based | Codeset Manager, Reference Data Man-

Resource Management Guide 16.0 | 11



Creating Roles

Permission

Options

Reviews

Settings

Lineage

Master Access

Proposed
Asset

My Settings

QuestAl Ste-
wardship
Assistant

QuestAl Inline

Description

on your role

Specifies the add, view,
update, and delete
review options

Specifies the access to
settings for the modules,
license key, and mis-
cellaneous con-
figurations

Specifies the lineage
access with a list of
metadata properties

Specifies the permission
object for master access

Specifies a list of per-
mission options for man-
aging business and
marketplace assets

Specifies a list of per-
mission options for Lan-
guage Preference,
Password and User
Tokens

Specifies the permission
object for QuestAl Ste-
wardship Assistant
access

Specifies the permission

BU User Access Permissions

ager, Reporting Manager, Data Mar-
ketplace, Business Glossary Manager,

Discover Assets, and My Action Center.

Yes

Access to a limited selection of per-
missions

Yes

No

Access to a limited selection of per-
missions

Access to a limited selection of per-
missions

No

No

Resource Management Guide 16.0



Creating Roles

Permission

Options

Description

BU User Access Permissions

to access QuestAl Inline
Assist for business
assets, marketplace

Assist .
assets, and technical
assets (tables and
columns)

6. Click Save.

A role is created and added to the Roles list.

AD

DO

DO

DO

Ds

Ds

Ds

Users Roles

Administrator - Role

Type: DI

Data Owner_GER
Type: DI Role Name
Data Owner_RO
Type: DI

Business Name

Role Type
Data Owner_UK

Type: DI
Role Description

Data Steward_AsiaPacific

Type: DI

Permissions Tree

Data Steward_GER
Type: DI

Data Steward_Hung
Type: DI

Data Steward_RO
Type: DI

Once a role is created, you can:

) Assign it to users

Configure access rights

Resource Management Guide 16.0
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Creating Roles

You can also manage roles by using the options available on clicking the role. Managing
roles involves:

" Editing roles
" Deleting roles

Cloning roles

Resource Management Guide 16.0 | 14



Configuring Access Rights

Configuring Access Rights

You can configure role access rights and assign assets to roles. Assets here refer to the envir-
onments in Metadata Manager, projects in Mapping Manager, and catalogs in Business
Glossary Manager.

To configure access rights, follow these steps:
1. On the Roles tab, click a role.

By default, the Role tab opens.

Users Roles Profiles Governance Responsibilities

- -~ Role Access Rights
Administrator

Type: DI Clone Role

= Data Owner_GER a
Type: DI Role Name Data Owner_RO
Data Owner_RO Business Name Data Owner_RO
Type: DI
Role Type
Data Owner_UK
Do DI
Type: Role Description This role is accountable for who has access to in
functional areas for Romania. It may decide to re
Data Steward AsiaPacific access request individually or may define a set o

Type: DI
Permissions Tree .=
4 Permissions
Data Steward_GER =

Type: DI » | | B§ Resource Manager

v H
Data Steward_Hung » B3 Metadata Manager

Type: DI » & B3 Mapping Manager

2. Click the Access Rights tab.

By default, the Metadata pane appears. It displays the environments assigned to the
role.
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Configuring Access Rights

Role Access Rights

a
Metadata M 10 2
~ Assigned Assets Assigned Users
> oo

3/23 3/16
Metadata Environments Mapping Projects

< Type keyword

4+ B3 Metadata

4 GJ erwin DI Suite

erwin_Sales 1/9 1/2
Business Terms Catalogs |Business Policies Catalogs
4 [J sQLTechPubs .

E SQLTechPubs .Assigned 3 Unassigned : 20
4 [J erwin DM

DM Landing p

Mapping Projects

Business Glossary

. . . Aszigned Assets
3. Click the required pane and switch o to All Assets.

For example, if you switch to All Assets in the Metadata pane, all the environments

appear.
Profiles Governance Responsibilities Access Rights
Role Access Rights

Metadata v 10 2
- Assigned Assets Assigned Users
< Type keyword > \\ Assigned Assets ' @’
4 & 83 Metadata - 3/23 3/16
Metadata Environments Mapping Projects

4 W G2 erwin DI Suite

W B erwin_Sales 1/9 1/2
Business Terms Catalogs |Business Policies Catalogs|
4 | | GJ MS Excel .

=] TechPubs
= .Asslgned 3 Unassigned : 20

»

4 & J sQLTechPubs
| ' [® DM_Landing_158

| |B erwinSales
v E sQLTechPubs
4 [1G) New -

Mapping Projects

Business Glossary

4. Select the required assets.
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Configuring Access Rights
5. Click Save.

The selected assets are assigned to the role.

After, assigning assets to roles, you can view a summary of role assignments with the help of
infographics.

Viewing Infographics

The Access Rights tab displays metrics that help you analyze and track role assignments. It
presents this information using statistical boards, charts, or graphs.

Statistical Boards

The following statistical boards display metrics about role assignments:

10 2 3/23
Assigned Assets Assigned Users Metadata Environments

3/16
Mapping Projects Business Terms Catalogs JBusiness Policies Catalogs

1/2

Business Rules Catalogs

Assigned Assets: It displays the total number of assigned assets to the role. This
includes all the environments, projects, and catalogs assigned to the role.

Assigned Users: It displays the number of user assigned to the role.

Metadata Environments: It displays the number of environments in the Metadata
Manager assigned to the role.

Mapping Projects: It displays the number of projects in the Mapping Manager
assigned to the role.

Business Terms Catalogs: It displays the number of business terms catalogs in the
Business Glossary Manager assigned to the role.

Resource Management Guide 16.0 | 17



Configuring Access Rights
" Business Policies Catalogs: It displays the number of business policies catalogs in the
Business Glossary Manager assigned to the role.

" Business Rules Catalogs: It displays the number of business rules catalogs in the Busi-
ness Glossary Manager assigned to the role.

Metadata
In the Metadata pane, the pie-chart displays the number of assigned and unassigned envir-
onments to the role. The blue colored slice corresponds to the assigned environments.

For example, the following pie-chart displays two assigned environments and twenty-one

unassigned environments.

. Assigned - 2 Unassigned : 21

Mapping Projects

In the Mapping Projects pane, the pie-chart displays the number of assigned and unassigned

projects to the role.
The blue colored slice corresponds to the assigned projects.

For example, the following chart displays four assigned projects and twelve unassigned pro-

jects.
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Configuring Access Rights

. Assigned - 4

Unassigned - 12

Business Glossary

In the Business Glossary pane, the bar graph displays the number of assigned and unas-

signed catalogs of each type.

The blue colored segment of the bar corresponds to assigned catalogs.

For example, the following bar graph displays two assigned business terms catalogs and
seven unassigned business terms catalogs.

Resource Management Guide 16.0
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Configuring Access Rights

. Assigned Unassigned
10
7
5
0 & & &
%’-3 %’-3 %'6
%@ %@ a‘“@
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Managing Roles

Managing Roles

Managing Roles involves:
Editing or deleting Roles
Cloning Roles
To manage Roles, follow these steps:
1. Onthe Roles tab, click a role.

By default, the Role tab opens.

Users Roles Profiles Governance Responsibilities

Administrator - Role Access Rights

Type: DI

AD

-

Role Name Data Owner_GER
Data Owner_RO Business Name Data Owner_GER
Type: DI
Role Type
Data Owner_UK
Type: DI . . )
Role Description This role is accountable for who has access to in
functional areas for Germany area. It may decide
Data Steward_AsiaPacific each access request individually or may define a
Type: DI T ’ ' C .

2. Use the following options on the Role tab:

Edit
Use this option to update roles. You can update the Permission Tree and Role
Description.
I?onu cannot edit the Role Name.
Delete
Use this option to delete a role that is no longer required.
Clone Role

Use this option to clone a role. The cloned role can have different role name
and description.
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Creating Users and Assigning Roles

Creating Users and Assigning Roles

Users are used to grant members of your team access to Quest DI and your projects. While a
few users are available by default, you can create users for your organization using the
Resource Manager. While you create users, you also assign them roles to define their
access-level permissions.

When you upgrade from 11.5 or lower app version, the Business User Portal (BUP) users
migrate to the latest Quest DI version as BU user type.

—1,, The Administrator user is available by default and you cannot edit or delete
=é this user.

To create users, follow these steps:
1. Go to Application Menu > Data Catalog > Resource Manager.

By default, the Users tab opens.

Users Roles Profiles Governance Responsibilities Access Rights Report
User Details User Account Activities User Assignments Access Rights
SETTINGS
USERS (25) Login Type Database Telephone Number 9999999999
User ID Administrator Email ID abc@abc.com
@ User Full Name Administrator - Default System User Alternate Telephone Number 9999999999
Password Manager Name
John Doe
ID  ohn Doe Mobile 9999999999 Company erwin, Inc.
Company Title Administrator Created Date Time 02/26/2020 03:48:28
gy Iwitson
Joey Wilson Default Role Admin Last Modified Date Time 02/26/2020 03:48:28
Imichal Created By System Theme erwin
(HL L Michal
ugman Michal Last Modified By System Language Preference English
madams Landing Module Mapping Manager User Type DI
MA
Mike Adams

2. click@.

The New User page appears.
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Creating Users and Assigning Roles

New User

Login Type

User ID*

User Full Name™
Password™
Mobile
Company Title
Default Role
Landing Module

User Roles™
Available Roles

Administrator

Data Owner_GER
Data Owner_RO
Data Owner_UK
Data Steward_GER
Data Steward_Hung
Data Steward_RO
Data Steward_UK
ETL Developer

Database v Telephone Number

) Email ID*

M

Alternate Telephone Number

Manager Name

Company
Send Email ~
Theme erwin (Web Blue) v
apping Manager v Language Preference English v
User Type DI v
Assigned Roles User image

LEE R RS

Drag-n-Drop files here or
click to select files for upload.

3. Enter appropriate values in the fields. Refer to the following table for field descrip-
tions.

?? The fields marked with an asterisk (*) is mandatory.

Description

Login Type

Specifies whether the user type is Database, LDAP (Lightweight Dir-
ectory Access Protocol), SAML (Security Assertion Markup Language),
or NON LOGIN.

For example, Database.

Database: Select this option if the user authentication is through the
credentials created in the Resource Manager.

LDAP: Select this option if the user authentication is through a dir-
ectory server, such as MS Active Directory, OpenLDAP or OpenDJ.

SAML: Select this option if the user authentication is through SAML
attributes.

For more details on configuring SSO, refer to the SSO Configuration
Guide.
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Creating Users and Assigning Roles

Field
Name

User ID*

User Full
Name*

Password*

Mobile

Company
Title

Default Role

Landing Mod-
ule

User Roles*

Description

NON LOGIN: Select this option if the user is not required to log on to
the application.

Specifies the user name of the user to log on to Quest DI.
For example, Imichal.

Specifies the user's full name.
For example, Lugman Michal.

Specifies the password to log on to Quest DI.
For example, Lugman@1.

The administrator provides a default password, which can be changed
later. The administrator can also enforce a password policy. For more
information on enforcing password policy, refer to the Configuring Set-

tings topic.
Specifies the user's valid mobile number.
For example, +658374414288.

Specifies the user's company title or designation.
For example, Data Administrator.

Specifies the default role of the user.
For example, Data Steward_RO.

Specifies the landing module for the user.
For example, Mapping Manager.
The Landing Module is the first page displayed when a user logs in.

Select roles under Available Roles list-box and move them to Assigned

Roles list-box using the arrows (‘ or»). Similarly, to change exist-
ing role assignment, select roles under Assigned Roles list-box and

move them back to Available Roles list-box using the arrows (* or«
).

For adding a new role under the Available Roles list-box, refer to the
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Field
Name

Telephone
Number

Email ID*

Alternate
Telephone
Number

Manager
Name

Company

Send Email

Theme

Language
Preference

User Type

Creating Users and Assigning Roles

Description

Creating Roles topic.

You can assign the Legacy Data Steward role to a user. This enables
you to assign this user as a Data Steward in the Metadata Manager and
Reference Data Manager.

Specifies the valid telephone number of the user.
For example, 1-800-783-7946.

Specifies the user's email address.
For example, |.michal@mauris.edu

Specifies the user's valid alternate telephone number.
For example, 1-802-456-7946.

Specifies the name of the user's reporting manager.
For example, John Doe.

Specifies the name of the user's company.
For example, ABC Consulting Services.

Specifies whether to send email to the user's email ID.

Select the Send Email check box to send an email notification to the
user's email ID. For more information on configuring notifications, refer
to the Configuring Notifications topic.

Specifies the theme for the user to set the appearance of Quest DI.
By default, it is set to Quest (Web Blue).

Specifies the language preferred by the user.

For example, English.

For more information on language settings, refer to the Configuring Lan-
guage Settings topic.

Specifies the user type.

DI: Indicates the user type is Data Intelligence (Dl), and the

Resource Management Guide 16.0 | 25


https://erwin.com/bookshelf/16.0DIBookshelf/Content/Getting Started/Configuring DI/Configuring Notifications.html
https://erwin.com/bookshelf/16.0DIBookshelf/Content/Getting Started/Configuring DI/Configuring Language Settings.html
https://erwin.com/bookshelf/16.0DIBookshelf/Content/Getting Started/Configuring DI/Configuring Language Settings.html

Creating Users and Assigning Roles

Field

Description
Name P

users have access to DI, and BU modules

BU: Indicates that the user type is Business User (BU), and the users
have access to BU module

Specifies the physical image file being attached to the user.

User Image Drag and drop a user's image file or click "= to select and upload the
image file.

4. Click %

A new user is created and added to the Users list.

Once a user is created, you can configure its access rights with respect to the assets in the
Metadata Manager, Mapping Manager, and Business Glossary Manager. After assigning
users to projects and mappings, you can view the user activity report and mapping assign-
ments on the User Assignments tab.

You can also manage a user by using the options available on clicking the user. Managing
users involves:

" Editing
" Deleting
" Viewing user account activities

) Viewing users activity history
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Configuring Access Rights

Configuring Access Rights

You can configure user access rights and assign assets to users. Assets here refer to the
environments in Metadata Manager, projects in Mapping Manager, and catalogs in Business
Glossary Manager.

To configure access rights, follow these steps:
1. On the Users tab, click a user.

By default, the User Details tab opens.

User Details User Account Activities User Assignments Access Rights

User Type Database Telephone Number
User ID janedoe Email ID jane.doe@edufirm.com
User Full Name Jane Doe Alternate Telephone Number
Password Manager Name K.Snidhar
Mobile Company
Company Title Created Date Time 08/07/2020 072745
Default Role Mapping Designer Last Modified Date Time 09/28/2020 10.08.56
Created By Administrator Theme enwin
Last Modified By Administrator Language Preference English
Landing Module Mapping Manager
User Image

User Roles
Role Name Role Description

2. Click the Access Rights tab.

By default, the Metadata pane appears. It displays the environment assigned to the
role.
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Configuring Access Rights

Roles Profiles Governance Responsibilities Access Rights Report

User Details User Account Activities User Assignments Access Rights

Metadata M 7 1
Assigned Assets Assigned Roles
4 B3 Metadata 3/23 3/16
Metadata Environments Mapping Projects
4 [J erwin DI Suite
S
Business Terms Catalogs JBusiness Policies Catalogs|
4 O SQLTechPubs = L .

erwinSales

@ ~ssigned 3 || Unassigned - 20
4 J New

FlatFileEnv

Mapping Projects

Business Glossary

. . . Aszigned Assets
3. Click the required pane and switch o to All Assets.

For example, if you switch to All Assets in the Metadata pane, all the environments
appear.
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Configuring Access Rights

Metadata v
< [Type keyword > C Assigned Assets
4 & B3 Metadata N
4 | | GJ erwin DI Suite
| [&) erwin_Sales
4 | D MS Excel
| [&) TechPubs
4 @ J SQLTechPubs
| [& DM_Landing_158
v erwinSales
| | 8 SQLTechPubs
4 | |GJ New
| | [ FlatFileEnv
4 & J erwin DM
Cd B PAA L i -
Mapping Projects a
Business Glossary -

4. Select the required assets.
5. Click Save.

The selected assets are assigned to the user.

After, assigning assets to roles, you can view a summary of user assignments with the help
of infographics.
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Configuring Access Rights

Viewing Infographics

The Access Rights tab displays metrics that help you analyze and track user assignments. It
presents this information using statistical boards, charts, or graphs.

Statistical Boards

The following statistical boards display metrics about user assignments:

10 1
Assigned Assets Assigned Roles

2/23 4/16

Metadata Environments Mapping Projects

Business Terms Catalogs JBusiness Policies Catalogs

1/2 0/0
Business Rules Catalogs § DM N5SM Files Catalogs

Assigned Assets: It displays the total number of assigned assets. This includes all the
environments, projects, and catalogs assigned to the user.

Assigned Roles: It displays the number of roles assigned to the user.

Metadata Environments: It displays the number of environments in the Metadata
Manager assigned to the user.

Mapping Projects: It displays the number of projects in the Mapping Manager
assigned to the user.

Business Terms Catalogs: It displays the number of business terms catalogs in the
Business Glossary Manager assigned to the user.
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Configuring Access Rights
" Business Policies Catalogs: It displays the number of business policies catalogs in the
Business Glossary Manager assigned to the user.

" Business Rules Catalogs: It displays the number of business rules catalogs in the Busi-
ness Glossary Manager assigned to the user.

Metadata
In the Metadata pane, the pie-chart displays the number of assigned and unassigned envir-
onments to the user. The blue colored slice corresponds to the assigned environments.

For example, the following pie-chart displays two assigned environments and twenty-one

unassigned environments.

. Assigned - 2 Unassigned : 21

Mapping Projects

In the Mapping Projects pane, the pie-chart displays the number of assigned and unassigned

projects to the user.
The blue colored slice corresponds to the assigned projects.

For example, the following chart displays four assigned projects and twelve unassigned pro-

jects.
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. Assigned - 4

Unassigned - 12

Business Glossary

In the Business Glossary pane, the bar graph displays the number of assigned and unas-

signed catalogs of each type.

The blue colored segment of the bar corresponds to assigned catalogs.

For example, the following bar graph displays two assigned business terms catalogs and
seven unassigned business terms catalogs.
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. Assigned Unassigned
10
7
5
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Viewing User Assighments

The User Assignments tab displays metrics that help you analyze and track user assignments
with respect to the Mapping Manager. It presents this information using statistical boards,
charts, and grid.

To view user assignments, on the Users tab, click the User Assignments tab.

User Details User Account Activities User Assignments Access Rights

User Activity Report for janedoe n

3 0 4 August 07 2020
Last Aciivity On
Project(s) Assigned To 2 Mapping(s) Created Mapping(s) Assigned To
-
Mapping Assignment - By Role Mapping Assignment - By Status u
\ \ @ corpits -0
@ o:sigrer -0 @ pencing Review -0
@ spover-1 @ i oogeess -0
@ 7L 0eveloper-3 @ ontod-1
@ rester-0 @ ot staried -3

Mapping Assignment Summary n
# Map Name Version Description Role Status Created By Created Date Last Modified By Last Modified Date
L] ] | | | | | | | | | |
1 Informatica_m_CBDR_ 1.00 Mapping Approver  Not Started Administrator 5220.;022122697 Administrator 332%0;2971
2 Account_Tableau_Repi 1.02 g:s::‘ifﬂ Not Started Administrator igz‘:;ojé; sojha 222;0212;‘ 3 o
Ul Section Function
1-User Activity Report It displays a snapshot of statistics related to the user activities.

2-Mapping Assignment - By | It displays information about the mapping assignment based on
Role roles.

3-Mapping Assignment - By | It displays information about the mapping assignment based on
Status their statuses.

4-Mapping Assignment Sum-
mary

It displays a list of maps assigned to the user.

User Activity Report

The User Activity Report pane displays the following statistical boards:
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User Activity Report for janedoe

Mapping(s) Created

Project(s) Assigned To: It displays the number of mapping projects assigned to the

-
Mapping(s) Assigned To

user.
Enterprise Roles: It displays the number of roles assigned to the user.

Mappings Created: It displays the number of maps created by the user.
Mappings Updated: It displays the number of maps updated by the user.
Mapping(s) Assigned To: It displays the number of mappings assigned to the user

Last Activity On: It displays the date and time of last activity of the user.
Mapping Assignment - By Role

The Mapping Assignment - By Role pane displays the number of mappings based on the
user's role in a pie-chart.

Mapping Assignment - By Role <

. Designer - 0
. Approver - 1
- ETL Developer - 3
. Tester - 0

Each slice of the pie-chart corresponds to a role. To view detailed information about map-
ping assignment, click a slice. The Mapping Assignment Summary pane displays the map
names based on the role.
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Mapping Assignment - By Status

The Mapping Assignment - By Status pane displays number of mappings based on the status
in a pie-chart.

Mapping Assignment - By Status >

. Complete -0
. Pending Review - 0
. In Progress - 0
@ on Hold - 1

@ Vot started - 3

Each slice corresponds to a status. To view detailed information about the mapping assign-
ment, click a slice. The Mapping Assignment Summary pane displays the map names based
on the status.

Mapping Assignment Summary

By default, the Mapping Assignment Summary pane displays all the maps assigned to the
user in the grid format.

Mapping Assignment Summary
# Map Name Version Description Role Status Created By Created Date Last Modified Last Modified
By Date
" . 2020-02-26 N 2020-08-27
1 Informatica_m_CBI 1.00 Mapping Approver Not Started Administrator 04:02:21.997 Administrator 07:15:26.91
Mapping ETL . 2020-02-26 2020-08-27
2 Account_Tableau_f 1.02 Not Started Administrator sojha
- - Developer 04:02:21.297 ) 08:39:38.363
Mapping ETL . 2020-05-23 N 2020-08-27
3 TechPub: 1.00 On Hold Ad trat Ad trat
cenPubs Developer nHo MInSTEIOr yg51:12.91 MInISTETOr - 56.50:50.303

You can click a slice in the above pie-charts to view the mapping assignment in the grid. It
includes map name, roles of the user, and status of the maps.
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Configuring Password Settings

You can configure password settings to enforce a password policy that sets the minimum
complexity requirements for user passwords. The set of rules in the password policy makes
the passwords strong. You can also set maximum number of invalid logs in attempts to lock
users.

To configure password settings, follow these steps:
1. On the Users tab, click the Settings section.

By default, the Configurations tab opens.

| Users Roles Profiles Governance Responsibilities Access Rights Rq

- Configurations
Settings
G

Enforce Password Policy

Users
Note: While this option is enabled, the password entered for every login user would have to
meet the minimum complexity requirements.
AD Administrator U hould ent ds that t the followil iter
- sers should enter passwords that meet the following criteria:
Administrator - Default System Ust 1. Password is at least 8 characters long
2. Password contains at least one uppercase, one lowercase and one numeric character

esimpson
Erica Simpson

ES

Maximum attempts to Lock User

jadams No Of invalid Login Attempts Permitted

Joey Adams

JA

2. Click ﬁ.

3. Use the following options:

Enforce Password Policy

Use this option to enforce the password policy.

Maximum attempts to Lock User
Use this option to turn on the No Of invalid Login Attempts Permitted field.
No of invalid Login Attempts Permitted: Use this option to set the maximum
number of invalid logs in attempts. For example, if you set it to 5, the user gets
locked after attempting 5 number of invalid logs in attempts. You can enable
the locked user by using the options available under the Users section.
For more information on enabling users, refer to the Managing Users topic.
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Managing Users

Managing users involves:
Editing or deleting users
" Monitoring user account activities

) Viewing users activity history

Editing or Deleting

To edit or delete users, follow these steps:
1. On the Users tab, click a user.

By default, the User Details tab opens.

Roles Profiles Governance Responsibilities Access Rights
User Details User Account Activities User Assignments Access Rights ne ﬁ
User Type Database Telephone Number
User ID esimpson Email ID e.simpson@xyz.com
User Full Name Erica Simpson Alternate Telephone Number
Passwod e Manager Name

2. Use the following options:

A
Edit User (E)
Use this option to update user details and assign new roles to the user.

I ?? You cannot edit the User Type, User ID and the Default Role.

Delete User (ﬂ)

Use this option to delete a user that is no longer required.

Monitoring User Account Activities

To monitor user account activities, follow these steps:
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1.

In the browser pane, click the Users section.

By default, the User Account Activities tab opens. It displays the account activities of
all the users.

Users Roles Profiles Governance Responsibilities Access Rights
“  User Account Activities Users Activity History
Settings
o0se & ¥
# User Id Account Status  Login IP Address Browser Last Log-In Log-Out Session
Status Duration
(HH:MM:SS)
Administrator A
AD  pdministrator - Default System Us: | | ‘ ‘ ‘ I -
. . Chrome 8 10/13/2020 .
ES téslmpsﬂn 1 Administrator ENABLED [ ] 183.83.135.30 86.0.4240.75 05:13:23 00:15:51
rica Simpson
: Chrome 8 10/13/2020 10/13/2020
jadams 2 soha ENABLED [ ] 183.83.135.30 00:13:21 O
I ey adams 86.0.4240.75 04:59:51 05:13:12
Chrome 8 10/08/2020 10/08/2020
janed. i -01:
e JJaar;ee ;:e 3 ksridhar ENABLED ® 1838313530 o 075 09:2751 092915 00:01:21 [m]

Use the following options:

Enable User
Use this option to enable locked and disabled users. To enable users, select the
required rows in the grid and click Enable User.

Disable User
Use this option to disable users. To disable users, select the required rows in
the grid and click Disable User.

Export to Excel

Use this option to download the user's account activities in the XLS format.
Notify
Use this option to send email notifications to users.

Logout

Use this option to log out the user.

[—1,, If the selected user is logged in then the Logout button appears
=é like Logout[1].

You can filter the content in the grid based on the From Date and To Date. To filter

the content, set dates in the From Date and To Date and then cIick.

To clear the search results, click ‘g(
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You can monitor account activities of an individual user. To monitor account activities
of users individually, on the Users tab, click a user and then click the User Account
Activities tab. Refer to the above descriptions for the available options on the User
Account Activities tab.

Users Roles Profiles Governance Responsibilities Access Rights
- - User Details User Account Activities  User Assignments Access Rights
John Doe
9P John Doe From Date To Date & «
o # IP Address Browser Last Log-In Log-Out Session
jwilson Duration
Joey Wilson (HH:MM:SS)
ksridhar O
Kartik Sridhar
\michal 1 183.83.135.30 Chrome 8 86.0.4240.75 10/08/2020 09:27:54 10/08/2020 09:29:15 00:01:21 O
michal
LM | .qman Michal

Viewing Users Activity History

To view users activity history, follow these steps:

1. Inthe browser pane, click the Users section.

Users Roles Profiles Governance Responsibilities Access Rights
“  User Account Activities Users Activity History
Settings _——
From Date ToDete & &
# User Id Account Status  Login IP Address Browser Last Log-In Log-Out Session
Status Duration
(HH:MM:SS)
Administrator A
- Administrator - Default System Ust ‘ ‘ ‘ ‘ ‘ ‘ o
: . Chrome 8 10/13/2020 -
Es ;slmpson 1 Administrator ENABLED [ ] 183.83.135.30 86.0.4240.75 05:13:23 00:15:51
rica Simpson
: Chrome 8 10/13/2020 10/13/2020
jadams 2 soha ENABLED [ ] 183.83.135.30 00:13:21 O
JA Joey Adams 86.0.4240.75 04:59:51 05:13:12
Chrome 8 10/08/2020 10/08/2020
janed. -01:
0 J:n: ;Ze 3 ksridhar ENABLED [ 18383.135.30 o a0 75 00:2754 002915 00:01:21 O

2. Click the Users Activity History tab.

It displays the complete history of users activity.

Profiles Governance Responsibilities Access Rights

User Account Activities Users Activity History
From Date To Date @\ &
# User Id Full Name Role(s) Action Type IP Address Browser Action By Action Date

! ! ACCOUNT Chrome . ons B
1 Imichal Lugman Michal ETL Developer ENABLED 183.83.135.30 8(86.0.4240.75) Administrator 10/13/2020 05:42:48

ACCOUNT Chrome
2 ksridh: Kartik Sridh Data O RO 183.83.135.30 Administrat 10/13/2020 05:42:48
sridhar artik Sridhar ata Owner_| ENABLED 8(86.0.4240.75) ministrator

. . ) ] ACCOUNT Chrome . 4o

3 sojha Saras Ojha Mapping Admin ENABLED 183.83.135.30 8(86.0.4240.75) Administrator 10/13/2020 05:42:48
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You can filter the content in the grid based on the From Date and To Date. To filter

the content, set dates in the From Date and To Date and then click @

To clear the search results, click 9'
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Creating Profiles

Profiles help users to personalize:
Mapping Specification grid in the Mapping Manager.
Code Value Grid in the Codeset Manager.

You can create two types of profiles:

" Site Profiles: You can create a profile for other users by creating a site profile. Ensure
that you specify the users who can access the site profile.

'—1,, The Default profile is available by default as a site profile for all the
=é users. You cannot edit or delete this profile.

User Profiles: You can create a profile for yourself. A user profile created by you can-
not be accessed by other users.

To create profiles, follow these steps:
1. Go to Application Menu > Data Catalog > Resource Manager.

By default, the Users tab opens.

Users Roles Profiles Governance Responsibilities Access Rights Report
User Details User Account Activities User Assignments Access Rights
SETTINGS
USERS (26) Login Type Database Telephone Number 9999999999
User ID. Administrator email ID abc@abe.com
AD User Full Name Administrator - Default System U Alternate Telephone Number 9999999999
pPassword Manager Name
oy dvaghani
Daya Vaghani Mobile 9999999999 Company erwin, inc
Ad traty i 26-02-2020 03:48:28
- esimpson Company Title ministrator Created Date Time 6
Erica Simpson Default Role Admin Last Modiified Date Time 26-02-2020 03:48:28
jadams Created By System Therme erwin
JA
Joey Adams -
Last Modified By System Language Preference English

2. Click the Profiles tab.

Users Roles Profiles Governance Responsibilities Access Rights Report
Profiles € Profile Details
4+ B3 Profiles 8.No Profile Name Profile Type Created By

23 Default

1 Default Site Administrator
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3. Right-click the Profiles node.

Profiles

Users

« 83 Profiles

| ]
' 8 New Profile

Roles

Profiles

¢ Profile Details

S.No Profile Name

-
23 Defaul
1 Default
4. Click New Profile
The New Profile page appears.
New Profile -ox
= X
Profile Name * | ]
Description T AH B ZU EEZIE [EiE=s=+
Profile Type () User Override User List None
All Users
« Site Administrator
esimpson
Jadams
Janedoe
John Doe
Jwilson
ksridhar
Imichal -
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5. Enter appropriate values in the fields. Fields marked with a red asterisk are man-
datory. Refer to the following table for field descriptions.

Description

Specifies the unique name of the profile.

Profile Name i ) i
For example, Mapping_Admin_Profile.
o Specifies the description about the profile.
Description o ] ) ) o
For example: This is a site profile for mapping administrators.
Specifies type of the profile.
eI To create the profile for yourself, select User.

" To create profile for other users, select Site and select appro-
priate users from the Override User List.

6. Click[=2)

A profile is created and added to the Profiles tree.

Users Roles Profiles
Profiles ¢ Profile Details
« B3 Profiles S.No Profile Name

B3 Default
88 Mapping_Admin_Profile 1 Default

83 Mapping Designer Profile

(N}
=

apping_Admin_Profile

[+]
5

pRing_Designer_Profile

Once the profile is created, you can set the following for the profile:
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" Mapping Specification grid in the Mapping Manager

" Code Value Grid in the Codeset Manager

You can also manage profiles. It involves editing or deleting profiles. For more information
on managing profiles, refer to the Managing Profiles topic.
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Setting Mapping Specification Grids

You can set the Mapping Specification grid for a profile with respect to:
" Column order
" Column visibility
" Header Menu
You can also define the project scope of the profile.
To set Mapping Specification grids, follow these steps:
1. In the Profiles pane, click a profile.

By default, the Overview tab opens.

Frofilos
Profies £ 4 Craderyviira T e . . .
s BF Profilos
85 Arun Profiei ﬁ
B oetoun Frofils Hama * I\.-'l:-_:pn-:J _ Adrmin_Prolils ]
GOTIERTIINID]  owcrpion  Theollosior e Adminsuoo .
BB apping Desigres_Profile
“'nll'l
v

2. Click the Mapping Manager tab.
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Profiles
Profiles L Vi MO MOMCHGH
+ B8 Profios Project Scope E
BB aun
B Dl st
% opping_scmin_proto
B8 Mopping _Desigrer_Prolie
IR o
Mopping Grid
#  TargetSystem Targot Target Tobls  Targat Torget Tarpget Target
Homas Erironmant  Mame Column Bome  ColumnDato Columin Column
HaTHD Typs Lirsgth Prascasicn
o E—
AN Mopping Toba Mowve to Top
D
. W
3. click .

4. Use the following options:

Project Scope
Use this option to specify the projects to which the profile can be used. For
example, if the project scope is All Projects, then the profile can be used to
view all the projects in the Mapping Manager. To select multiple projects, use
the Ctrl key.

Mapping Grid
Use the following options under this section to set the columns and header
menu:

Change Column Order (Nv)
Use this option to set the columns order.

To change the column order, click Nv The Grid Columns Order page

appears.
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Grid Columns Order

4 [C3 All columns
#
Target System Name
Target Environment Name
Target Table Name
Target Column Name
Target Column Data Type
Target Column Length
Target Column Precision
Target Column Scale

Target Column Nullable Flag

[::] Target Column ETL Default Value

Drag and drop the columns in the required order.

Header Menu ()

Use this option to set the columns visible in the header menu.
To set the columns visible, click B and select the required columns.

Header Menu

4 8 All columns
v #
» Target columns
» & Source columns
» & Transformation columns

¥ & Customization columns

Reset Column Ordering (@)
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Use this option to reset the column order.

Reset Column Visibility (@)
Use this option to reset the column visibility.
Move to Top

The mapping tabs present in Move to Top box appears on top of the mapping
grid.

To move mapping tabs from All Mapping Tabs to Move to Top box, use (w or
|*)
To move mapping tabs from Move to Top box to All Mapping Tabs box, use (

@ or t').
5. Click %

The Mapping Specification grid is set for the profile.

The user can choose a profile in the Mapping Manager to view the Mapping Spe-
cification grid.

orkizca Mapgings —Mopping dpecicoton ! v
v & Dignalnsnsen (4 L BAEIES & [esogmann_Tabiao_Rapart] Profiex.  wapping_Gesgre_ el KB W e @ S B
. P Sau Profim
: #  TargetSytem  Tanget Tonget Tobis  Target rarget rarget Rpaping eaigrar_Folig oegat
. & nggla) [ ArwironTang Mo Column Homes Column Dot Column E o Sonie  Colsmn
i Frps Legpih MG R Pyl i Ty

B R & e
=

&
i T 3 B &

AABEA Aeoturd STRE o ] o
oo Goeerey (1

HL
5

Resource Management Guide 16.0 | 49



Setting Code Value Grids

Setting Code Value Grids

You can set Code Value Grid for a profile with respect to:
" Header menu
" Column order
" Column visibility

To set Code Value Grids, follow these steps:

1. Inthe Profiles pane, click a profile.

By default, the Overview tab opens.

Frofiles

Profiles £ Crn

2 §F Profies
—— (et | B
B8 Cetous Frofile Haoma * |\':;'.'|:- reg _ Adimin_ Prolile ]
T hiapping _admin_protio| Doscrption TP profie s fo e Adminisratar =
BB vnopssing _ Desigrvr _Profily
SR +am

2. Click the Codeset Manager tab.

Profiles Governance Responsibilities
Overview Mapping Manager Codeset Manoger  Discover Assets
Code Value Grid
E@m= =1
Code Name Code Value Code Description Codeset Systern Active Delate Extended Start Date End Date
Name /6 o dicato  Properti

3. Click & .

4. Use the following options:

Header Menu (!)
Use this option to set the column visibility in the header menu.

To set the column visiblity, cIick! and select the required columns.
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™ Header Menu

4 &) Columns

KKK EKRRARA AR <L

Code Name
Code Value
Code Description
Codeset Name

System Name/Environment

Active Indicator
Delete Indicatfor
Extended Properties
Starf Date

End Date

User Defined Field 1
User Defined Field 2
User Defined Field 3
User Defined Field 4
User Defined Field 5
User Defined Field &
User Defined Field 7
User Defined Field 8
User Defined Field 9

Change Column Order (Nv)

Use this option to set the column order.

To set the column order, click Nv and then drag and drop the columns in the

required order.
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[™ Grid Columns Order

4 L3 Columns

Code Name
Code Value
Code Description

Codeset Name

System Name/Environment
Active Indicatqe

Dololo IndfCQT]@EXtended Properties|'

Extended Properties
Start Date

End Date

User Defined Field 1

User Defined Field 2
User Defined Field 3
User Defined Field 4
User Defined Field 5
User Defined Field é
User Defined Field 7
User Defined Field 8
User Defined Field 9

HEOHDHDOOOEEENDEEEEE

Reset Column Ordering (@)

Use this option to reset the column order.

Reset Column Visibility (@)

Use this option to reset the column visibility.

5. Click g

The Code Value Grid is set for the profile.

The user can select a profile in the Codeset Manager to view the Code Value Grid.

Code Value Grid ¢
ZBEeC @ Profiles :  Mapping Designer Profile 3 @] B3
Site Profiles :
Code Name Code Value Code Description Codeset System Active Delete  Extended StartC ate
Name Name/Environment Indicata Indicato Properties Default

Mapping_Designer_Profile
[ | [ User Profiles :
Mapping_Admin_Profile

Public 2 The code value for Public Public ~ O

<
@
=
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Managing Profiles

Managing Profiles involves:
" Editing
" Deleting

To edit a profile, follow these steps:

1. Inthe Profiles pane, click a profile.

The Overview tab opens.

Profies

« BF Fromes
2§ run
88 cotoun Frofile Hamae *
L Psapping_adimin_profia

BB mopping _ Designen_Profile

Profien

Descrption

Frofiles

I‘.—'a:p ir_ &drmin_Profike

This prolile i for the Administrabor,

2. Click ﬁ

You can update the profile.

3. clickE2)

The profile is updated.

To delete profiles, in the Profiles pane, right-click a profile and click Delete Profile(s).
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Setting Object Types for Profiles
For every profile, you can select a list of assets visible to it in the Discover Assets module.
To select object types, follow these steps:

1. On the Profiles page, click a profile. For example, Mapping_Designer_Profile.

By default, the Overview tab opens.

Users Roles Profiles Governance Responsibilities Access Rights Rep

Profil ' 4 Overview Mapping Manager Codeset Manager Discover Assets
rofies —

4 B3 profiles
'l Arun
88 Default Profile Name * Mapping _Designer_Profile

8 Mapping _Admin_Profile Description

H
L {Mapping_Designer_Profile
LH

Nam

2. Click the Discover Assets tab.

Users Roles Profiles Governance Responsibilities Access Rights Rep
Overview Mapping Manager Codeset Manager Discover Assets
Profiles < 4 : PRing g g ——
'y
4 B3 Profiles 7/
A -
B5aun Object Types
83 Default
Systems
83 Mapping _Admin_Profile
FHMapping_Designer_profile Environments
28 nom » Tables
g
3. Click# .
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4. Under Object Types, switch on the required asset types on.

Users
Profiles <
« B3 Profiles

83 Default

88 Mapping_Admin_Profile

L iMapping_Designer_Profile

Roles

profiles

Governance Responsibilities

< Overview

Object Types

Systems
Environments
Tables

Columns
Mappings
Reports
Business Terms
Business Rules
Business Policies

DS Agreements

Mcpping Manager Codeset Manager

rd

Discover Assets

Acc

Issues

5. Click =,

The selected asset types are set for the selected profile.

These asset types are available in the Discover Assets module on profile selection

information, refer to the Discover Assets topic.

Mapping_Designer_Profile

Search

@@ Systems

@@ Environments

o Tables

@@ Columns

@@ Mappings

. For more
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Viewing Access Rights Report

Viewing Access Rights Report

The Access Rights Report tab displays the roles and users assignments. You can view these
assignments in the graphical and tabular views. The graphical view displays the assigned
asset types and names in a tree structure that can be expanded. Whereas the tabular view
displays the assigned asset types and names in a grid format.

To view access rights, follow these steps:
1. Go to Application Menu > Data Catalog > Resource Manager.

By default, the Users tab opens.

Users Roles Profiles Governance Responsibilities Access Rights Report
User Details User Account Activities User Assignments Access Rights
SETTINGS
USERS (26) Login Type Database Telephone Number 9999999999
User ID Administrator Email ID abc@abc.com
AD User Full Name Administrator - Default System U Alternate Telephone Number 9999999999
Password Manager Name
- dvaghani
Daya Vaghani Mobile 9999999999 Company erwin, inc
Administrator i 26-02-2020 03:48:28
o esimpson Company Title Created Date Time
Erica Simpson Default Role Admin Last Modified Date Time 26-02-2020 03:48:28
jadams Created By System Therne erwin
- Joey Adams N
Last Modified By System Language Preference English

2. Click the Access Rights Report tab.

Users Roles Profiles Governance Responsibilities ~ Access Rights Report

R GIEESHN L E Sl By Users Assignments )I Graphical View [EERTEIRYEN )I Show Pan View [RSIsCEETRYEN )\ :: |i|

Foies With Assigremans (11
Rocs Withat Assormerts

Roles With Assignments (11)

Roles Without Assignments (10)

3. Use the following options:

By Roles Assignments/By Users Assignments
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Use this option to switch between the roles and users assignments.
Graphical View/Tabular View

Use this option to switch between the graphical and tabular views.

The graphical view displays the assignments in a tree structure. You can expand the
tree to view the asset types and names. For example, the following graphical view dis-
plays the users assignment.

Users With Assignments (13)

Mapping Projects (2/16)

Users Without Assignments (9)

Mapping Projects (2/16)

Use the following options on the Graphical View:
" Show Pan View/Hide Pan View

Use this option to show or hide pan view. The pan view facilitates in nav-
igating across the expanded assignment tree. To navigate across the
expanded, on the Pan View, move the purple box.

. KA
Expand/Collapse (¢ %)
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Use this option to switch between the expanded or collapsed view. For

example, the following assignment tree appears in the expanded view.

By Roles Assignments

~
By Users Assignments |
. /

Roles With Assignments (11)

Metadata Environments (2/23)

Data Steward UK (5)

Mapping Projects (2/16)

Business Terms Catalogs (1/9)

ETL Developer (1)

Business Terms Catalogs (1/8)

Mapping Admin (1)

Business Terms Catalogs (1/9)

Show Pan View ERIGENSELRNET \\ -
s

Y

'S

Expand Node Level

Use this option to expand the assignment tree at node level. Hover over a

node and click the plus (+) icon.

Export Image (Iil)

Use this option to download the assignment tree in the JPG format.

The Tabular View displays the assignment details in a grid format. For example, the fol-

lowing roles assignments

are displayed in the grid format.
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Viewing Access Rights Report

Users Roles Profiles Governance Responsibilities Access Rights Report
o o v R
# Role Name Asset Type Asset Name
1 Administrator Users Administrator - Default System User
2 Data Owner_GER Users Erica Simpson, Mike Adams
3 Data Owner_GER Environment DM Landing(erwin DM)

You can download the assignments details in the XLSX format. To download the assign-

4

ments, on the Tabular View, click L.
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Creating Roles Group

Creating Roles Group

Data governance plan in your organization may require new roles groups to accommodate

governance responsibilities. You can create roles groups and group roles based on the gov-

ernance responsibilities in your organization.
To create roles groups, follow these steps:
1. Go to Application Menu > Data Catalog > Resource Manager.

By default, the Users tab opens.

Users Roles Profiles Governance Responsibilities Access Rights Report
= User Details User Account Activities User Assignments Access Rights
SETTINGS
USERS (26) Login Type Database Telephone Number
User ID Administrator Email ID
AD User Full Name Administrator - Default System U Alternate Telephone Number
Password Manager Name
-~ dvaghani
Daya Vaghani Mobile 9999999999 Company
Administrator
55 ssimpson Company Title Created Date Time
Erica Simpson Default Role Admin Last Modified Date Time
jadams Created By System Theme
A
Joey Adams
Last Modified By System Language Preference

9999999999
abc@abc.com

9999999999

erwin, Inc.
26-02-2020 03:48:28
26-02-2020 03:48:28
erwin

English

2. Click the Governance Responsibilities tab.

By default, the Configure Responsibilities tab opens.

Resource Management Guide 16.0

60



Creating Roles Group

Compliance Officer

Available Roles

Users Roles Profiles Governance Responsibilities Access Rights Report
Configure Responsibilities Reports Settings
. o=
Data Stewards 7 B
Hame . Enabled
Data Owners Data Stewards
Technical Data
Steward Description Display Order
This role is responsible for utilizing an organization's data govel 1.0

List of Users for selected Roles

Search ROLE USER ID USER NAME USER EMAIL
D Data Owner _RO ksridhar Kartik sridhar ksridhar@xyz.com
Data Owner_GER Data Owner _RO srahim Syed Rahim srahim@xyz.com
Data Owner_RO Data Owner _UK mevans Mike Evans M.evans@xyz.com
Data Owner _UK _ i .
Data Owner_UK mjones Mike Jones mjones@xyz.com
o - c A oD
3. Click 0
The New Roles Group page appears.
New Roles Group X
Name
Description
Display Order
1 Disabled
CANCEL ADD

4. Enter appropriate values in the fields. Fields marked with a red asterisk are man-

datory. Refer to the following table for field descriptions.
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Creating Roles Group

Field Description
Name ‘
Specifies the name of the roles group.
Name

For example, Data Owner.

Specifies the description of the roles group.

Description | For example: Roles in this group are accountable for who has access
to information to assets in their functional areas.

Display Specifies the order of the roles group in the roles group list.
Order For example, 2.0.
Disabled or " _
Enabled Specifies whether the roles group is enabled.
5. Click Add.

The roles group is created and added to the roles group list.

Once a roles group is created, you can assign roles and users to catalogs in the Business
Glossary Manager and assign governance responsibilities for the business assets.

You can also manage roles groups and view governance responsibilities reports.

Managing roles group involves:

" Editing roles group

" Deleting roles group
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Managing Roles Group

Managing Roles Group

Managing roles group involves:
Editing roles group

Deleting roles group

To manage roles group, follow these steps:

1. On the Configure Responsibilities tab, click a roles group.

4 Users Profiles Governance Responsibilities Access R
Configure Responsibilities
. =
Data Stewards /7 B
® Enabled
Data Owners
Technical Data
Steward Display Order
. Roles in this group are accountable for who has 2.0
Compliance
Officer

Data Owner_GER

List of Users for selected Roles

ROLE USERID USER NAME USER EMAIL
Data Owner_GER esimpson Erica Simpson e.simpson@xyz.c
Data Owner_GER madams Mike Adams m.adams@xyz.ca .

13

2. Use the following options:

Edit (/)

Use this option to update a roles group. You can update name, description, list
of selected roles, and enable or disable the roles group.

Delete (i)

Use this option to delete a roles group that is no longer required.
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Viewing Reports

Viewing Reports

A successful data governance program demands an efficient grouping of roles based on the
responsibilities. It is also important to assign appropriate users and roles to catalogs and
then assign governance responsibilities to business assets. The governance responsibilities
report helps you track assignment of these governance responsibilities to the business
assets in the Business Glossary Manager.

To view reports, on the Governance Responsibilities tab, click the Reports tab.
Use the following two views to view reports:

" Graphical View: The graphical view displays the governance responsibilities in a tree
structure.

" Tabular View: The tabular view displays the governance responsibilities in a grid
format.

By default, the graphical view opens.

Users Roles Profiles Governance Responsibilities ~ Access Rights Report

Configure Responsibilities Reports

><
[

~
[ Graphical View [EREITEIRVEES

To view report details in the graphical view, use the following options:
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Viewing Reports

a Users

Configure Responsibilities

Roles Profiles Governance Responsibilities

Reports

e
-
. ~
Expand/Collapse (v)

Use this option to switch between the expanded or collapsed view. For

example, the report displays the governance responsibilities in the expanded

view.

Governance Responsibilities

& Erica Simpson

Data Owner_GER

Business Terms (2)

Customer Master Catalog (2)

Data Owner_RO

Data Owner_UK

(2) 8 Mike Adams (3 & Kartik Sridhar (3 & Syed Rahim (0) 8 MikeEvans (0

Business Terms (3) Business Terms (3)
Customer Master Catalog (3)

Customer Master Catalog (3)

TechDocs (1) TechDocs (1)

Pan View
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Viewing Reports

Use this option to focus on a part of the governance responsibilities tree.

Configure Responsibilities Reports

Export (Iil)
Use this option to download the report in the JPG format.

The Tabular View displays the governance responsibilities in a grid that includes, roles
group, role, user details, asset name, asset type, and catalogs.

Users Roles Profiles Governance Responsibilities Access Rights
Configure Responsibilities Reports
L
BUSINESS ASSETS ( Graphical View Tabular View | &,
y
a
Group Name Role Name User Id User Name User Email Business Asset Asset Type Catalog
Data Stewards Data Steward_GER mmannigan Mike Mannigan mmannigan@xyz.com TestTaskList Business Terms Customer Master Catalog — TechDr
Data Stewards Data Steward_GER mmenza Mike Menza mmenza@xyz.com TestTaskList Business Terms Customer Master Catalog — TechDr
Data Stewards Data Steward_UK rcooper Richard Cooper rcooper@xyz.com Goods Supply Business Terms Monetary Terms — Microeconomics
q )

To download the report in the XLSX format, click Iil
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